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Chapter 1 Introduction

Congratulations on your purchase of this outstanding SMC Wireless Broadband Router.

This product is designed specifically for small office and home office needs. It provides a

complete SOHO solution for Internet access and is easy to configure and operate even for

non-technical users. Instructions for installing and configuring this product are included in

this manual. Before you install and use this product, please read the manual carefully so

you may take full advantage of its functions.
1.1 Functions and Features

High speed for wirelessLAN connection

11Mbps data rate by incorporating Direct Sequence Spread Spectrum (DSSS).
Roaming

Provides seamless roaming within the |EEE 802.11b WLAN infrastructure.
|EEE 802.11b compatible

Allowing inter-operation among multiple vendors.

Auto fallback

11Mbps, 5.5Mbps, 2Mbps, 1Mbps data rate with auto-fallback.

Broadband modem and I P sharing

Connects multiple computers to a broadband (cable or DSL) modem or an
Ethernet router to surf the Internet.

Auto-sensing Ethernet Switch

Equipped with a 3-port auto-sensing Ethernet switch.

VPN supported

Supports multiple PPTP sessions and allows you to set up VPN server and VPN
clients.

Firewall

All unwanted packets from outside sources and other intruders are blocked to

protect your Intranet.



DHCP server supported

All of the networked computers can retrieve TCP/IP settings automatically from
this product.

Web-based configuring

Configurable through any networked computer’s web browser using Netscape
or Internet Explorer.

MAC Address Access Control supported

Allows you to assign different access rights for different users.

Virtual Server supported

Enables you to expose WWW, FTP and other services on your LAN for access
by Internet users.

User-Definable Application Sensing Tunnel

User can define the attributes to support the special applications requiring
multiple connections, such as Internet gaming, videoconferencing, Internet
telephony, etc.. This product can then sense the application type and open the
correct multi-port tunnel for it.

DMZ Host supported

Lets a networked computer be fully open to the Internet; this function is used
when the special application-sensing tunnel feature is insufficient to alow an

application to function correctly.

1.2 Packing List

One wireless broadband router unit
Oneinstallation CD-ROM

One power adapter

One CAT-5 UTP Fast Ethernet cable



Chapter 2 Hardware Installation

2.1 Pandl Layout
2.1.1. Front Panel

LEDs monitor the status of each port.

- o o o o o o
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Figure 2-1 Front Panel
LED:

Function ] Color ] Status ] Description
POWER |Power indication| Green On Power is being applied to this product.

M1 System status 1 | Orange | Blinking| This product is functioning properly.

This product is working for a specific
service.

This product is being configured or
upgraded. Don’t turn it off !

On The WAN port is linked.
WAN port

WAN L Green : . .
activity Blinking gth-WAN port is sending or receiving

W.LAN |Wirelessactivity| Green |Blinking| Sending or receiving data viawireless
An active station is connected to the

On

M2 System status 2 | Orange
Blinking

On .
i corresponding LAN port.
Link/Act. Link status Green =0 g X 2 :
1-3 - The corresponding LAN port is
Blinking ‘ -
sending or receiving data.
SPEED Datais transmitting in 100M bps on the
1~3 DataRate Green Oon corresponding LAN port.




2.1.2. Rear Pan€

The rear panel features three 10/100 Mbps Ethernet ports and one Wide Area

network (WAN) port. The WAN port connects your DSL or cable modem to the router.

The LAN ports are used to connect to your computers or other network devices.

Ports:

Port
RESET

PRINTER
COM

WAN Port

Port 1-3
DC IN

i penesnamvasar |5
L [ *

-

Figure 2-2 Rear Panel

Description

To reset system settings to factory defaults, please follow the steps:

. Power off the device,

. Pressthe reset button and hold,

Power on the device,

Keep the button pressed about 5 seconds,

. Release the button,

. Watch the M1 and M2 LEDs, they will flash 8 times and then M1 flashe
once per second.

Printer Port (Optional)

Serial port (connect dial-up modem or console cable)

oOUAWN R

The port where you will connect your cable (or DSL) modem or Etherne
router.

The ports where you will connect networked computers and other devices.
Power inlet (DC 12V)



2.2 Procedure for Hardwar e I nstallation
1. DecideWhereto Place Your Wireess Broadband Router:

Y ou can place your Wireless Broadband Router on a desk or other flat surface, or you
can mount it on awall. For optimal performance, place your Wireless Broadband Router
in the center of your office (or your home) in a location that is away from any potential
source of interference, such as a metal wall or microwave oven. This location must be

close to power and network connections.
2. Set up LAN connection:

a. Wired LAN connection: connect an Ethernet cable from your computer’ s Ethernet
port to one of the LAN ports of this product.

b. Wireless LAN connection: make sure the antennas are in a vertical position.

; f Wireless
'/ LAN Card

INTERNET

CablefxD3SL MODEM Wired LAN Card

Figure 2-3 Setup of LAN and WAN connections for this product



3. Set up WAN connection: Connect an Ethernet cable from the WAN port to your
cable/lxDSL modem or Ethernet backbone. Figure 2-3 illustrates the WAN

connection.

4. Power on:
By connecting the power cord to the power inlet and turning the power switch on, this
product will automatically enter the self-test phase. When it isin the self-test phase,
theindicators M1 and M2 will be lighted ON for about 10 seconds, and then M1 and
M2 will be flashed 3 times to indicate that the self-test operation has finished. Finally,
the M1 will be continuoudly flashed once per second to indicate that this product isin

normal operation.



Chapter 3 Network Settings and Software
Installation

To use this product correctly, you have to properly configure the network settings of your
computers and install the attached setup program on your computer (Windows
95/98/ME/NT/2000).
3.1 Make Correct Network Settings of Your Computer
The default 1P address of this product is 192.168.123.254, and the default subnet mask is
255.255.255.0. These addresses can be changed as needed, but the default values are used
in this manual. If the TCP/IP environment of your computer has not yet been installed,
you can refer to Appendix A to configure it. Once TCP/IP is installed, configure it as
follows:
1. Configure IP as 192.168.123.1, subnet mask as 255.255.255.0 and gateway as
192.168.123.254, or, more easily,
2. Configure your computers to “Obtain an IP address automatically,” that is, via
DHCP server of this product.
After configuring the TCP/IP communication protocol, you can use the pi hg command
to check if your computer has successfully connected to this product. The following
example shows the ping procedure for Windows 95 platforms. First, execute the ping
command from a DOS window:

pi ng 192. 168. 123. 254
If the following messages appear:
Pi ngi ng 192.168. 123. 254 with 32 bytes of data:
Reply from 192. 168. 123. 254: bytes=32 ti ne=2ns TTL=64
a communication link between your computer and this product has been successfully

established. Otherwise, if you get the following messages,
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Pi ngi ng 192.168.123.254 with 32 bytes of data:

Request tined out.
there must be something wrong in your installation procedure. You have to check the
following itemsin sequence:
1.  Isthe Ethernet cable correctly connected between this product and your computer?

Tip: The LAN LED of this product and the link LED of the network card on your

computer must be lit.
2. Isthe TCP/IP environment of your computers properly configured?

Tip: If the IP address of this product is 192.168.123.254, the IP address of your
computer must be 192.168.123.X and the default gateway must be 192.168.123.254.

Now you can configure the Internet Sharer (refer to Chapter 4).

3.2 Ingtall the Software Into Your Computers

ip this section if you do not want to use the print server function of this product.

Step 1: Insert the installation CD-ROM into the CD-ROM drive. The following window
will be shown automatically. If it isn't, please run “install.exe” on the CD-ROM.

-1-



Step 2: Click on the INSTALL button. Wait until the following Welcome dialog appears,

and click on the Next button.

Welcome to the Barricade Setup program. This prograrm
will install Barricade an vour computer,

Itis strongly recommended thatyou exit all Windows programs
before running this Setup program.

Click Cancel to guit Setup and then close any programs you have
unning. Click Mext to continue with the Setup program

WARMNING: This program is protected by copyright lew and
international treaties

Lnauthorized reprocuction ar distribution of this program, or any
portion of it, may result in severe civil and criminal penalties, and will
he prosecuted to the maximum extent possible under law.

Mexd > Cancel |

Step 3: Select the destination folder and click on the Next button. The setup program will
then begin to install the programs into the destination folder.

Setup will install Barricade in the following folder
Toinstall to this folder, click MNext.
Toinstall to & different folder, click Browse and select another folder

“'ou can choose notto install Barricade by clicking Cancel to exit

Setup
Destination Faolder
(C.\Prugram Files\SkC\Barricade Browse... |

< Back Nex{;' Cancel |
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Step 4: When the following window is displayed, click on the Finish button.

Setup has finished installing Barricade on your computer

Click Finish to complete Setup.

s S

Step 5: Select the item to restart the computer, then click the OK button to reboot your

computer.

To complete the Barricade setup. please remember to reboot your
COMMpULES.

" Yes, [wantto restart my computer now.

= o, | will restart my computer later ;

Step 6: After rebooting your computer, the software installation procedure is complete.

Now, you can configure the Internet Sharer (refer to Chapter 4) and set up the Print Server
(refer to Chapter 5).
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Chapter 4 Configuring Wireless Broadband Router

This product provides a Web-based configuration scheme, i.e., configuring by Netscape
Communicator or Internet Explorer. This approach can be adopted in any MS Windows,
Macintosh or UNIX based platform.

4.1 Startup and Login

A3 SMC Barriceds: Wireless Broadband Router - Microsoft Internet Exploner

Eile Edit “iew Favomes Tools Help -

8W1Z Barricade VWireless Broadband Router

System Status

Itemn WAN Status Sidenote
Femamng Lease Time [ R R ]
IF Address 0000
(dafault: admin Submet sk 0000
2 Gateway 0.0u00 Unreachable
Domeain Name Server G000
Item Peripheral Status Sidenote
Frinter Wik ready

Help | Refresh Drizplay time: Tuesday, June 03, 2001 11:57:20 AM

Activate your browser, and disable the proxy or add the | P address of this product into
the exceptions. Then, type this product’s IP address in the Location (for Netscape) or
Address (for IE) field and press ENTER. For example: http://192.168.123.254.

After the connection is established, you will see the web user interface of this product.

-14-



There are two appearances of web user interface: for general users and for system
administrator.

Tolog in as an administrator, enter the system password (the factory setting is”admin”) in
the System Password field and click on the Log in button. If the password is correct, the
web appearance will be changed into administrator configure mode. As listed in its main

menu, there are severa options for system administration.
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4.2 Status

A3 SMC Barriceds: Wireless Broadband Router - Microsoft Internet Exploner

Eile Edit “iew Favomes Tools Help

8W1Z Barricade VWireless Broadband Router

System Status

Item TWATT Status Sidenote
Remaiming Lease Time Q00000 Renew |
P Addess 0.0.0.0
Bubnet hiask 00000
Gateway o000 Unreachable
Domain Name Server 00000

Item Feripheral Status Sidenote
Printer Mok ready

Help | Refresh Display time: Tuesday, June 03, 2001 11:51:5% AM

This option provides the function for observing this product’ s working status:

A. WAN Port Status.

If the WAN port is assigned a dynamic IP, there may appear a “Renew” or

“Release” button on the Sdenote column. Y ou can click this button to renew or

release |P manually.

B. Modem Status.

C. Printer Status. The possible kinds of printer status include “Ready”, “Not ready’,

“Printing...”, and “Device error”.

When a job is printing, there may appear a “Kill Job” button on the Sidenote

column. You can click this button to kill a current printing job manually.
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4.3 Toolbox

A3 SMC Barriceds: Wireless Broadband Router - Microsoft Internet Exploner
Eile Edit Yiew Favories Tools Hedp -

8W1Z Barricade VWireless Broadband Router

SMC

TR T Administrator's Toolbox
T :-': T Change Administrator's Password
Primary Setup Old Password Ii

Rovortiem [ O] [Giar]

Miscellaneous Information & Comrmands

= WAN's MAC Address: FF-FF-FF-FF-FF-FF

Wiew Log... I Hahnﬂti Eiackup Setting | Clone MAC i

Reset to Default I Firmware Upgrade... | Help |

This option enables you change the administrator password. Besides, you can get the

information about Firmware version and WAN's MAC Address.
You can also reboot this product by clicking the Reboot button.

Y ou can backup your settings by clicking the Backup Setting button and save it asabin
file. Once you want to restore these settings, please click Firmware Upgrade button and

use the bin file you saved.
Y ou can Clone MAC address by clicking Clone MAC button.
Y ou can upgrade firmware by clicking Firmware Upgrade button.

Note: we strongly recommend that you change the system password for security reason.
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4.4 Primary Setup

'a SMC Barrcod e Weeless Broadbasd Pouter - Mesmrosof Infernet Explores
| Bla Edn wew Foodies Took  Hal [+ |

BT Earricads Wirslage Eraadbind Fouter (R1.216)

Primary Setup
Itern Setting
F LAN IF Address |192_153_123_'25.|1
b VLA Type Trvmamie [P Address _ CHange...
b Heeat M | {optional)
F Eepes IP Forevar [T Enabl= f#edo-recarmmece)

This option is essential to enable this product to work properly. The setting items and the

web appearance depend on the WAN type. Choose the correct WAN type before you start.

1. LANIP Address: the local IP address of this device. The computers on your network
must use the LAN IP address of your Barricade™ as their Default Gateway. Y ou can
change it if necessary.

2. WAN Type WAN connection type of your ISP. You can click Change... button to

choose a correct one from the following four options:
A. Static IP Address: ISP assigns you a static |P address.
B. Dynamic IP Address: Obtain an IP address from ISP automatically.

C. PPP over Ethernet: Some ISPs require the use of PPPoE to connect to their

Services.

-18-



D. Dial-up Network: To surf the Internet via PSTN/ISDN.

4.4.1 Static |P Address

WAN IP Address, Subnet Mask, Gateway, Primary and Secondary DNS enter the proper
setting provided by your ISP

4.4.2 Dynamic | P Address

1

2.

Host Name: optional, required by some ISPs, for example, @Home.

Renew IP Forever: this feature enables your Barricade to renew your IP address

automatically when the lease time is expiring-- even when the system isidle.

4.4.3 PPP over Ethernet

1

PPPoE Account and Password: the account and password your 1SP assigned to you.
For security, this field appears blank. If you don't want to change the password, leave
it empty.

PPPOE Service Name: optional. Input the service name if your ISP requires it.

Otherwise, leave it blank.

Maximum Idle Time: the amount of time of inactivity before disconnecting your

PPPoE session. Set it to zero or enable Auto-reconnect to disable this feature.

4.4.4 Dial-up Network

1

Dial-up Telephone, Account and Password: assigned by your ISP, For security, this

field appears blank. If you don't want to change the password, leave it empty.

Primary and Secondary DNS If they are configured as "0.0.0.0.", they will be
automatically assigned upon connection.

Maximum Idle Time: the amount of time of inactivity before disconnecting your
dial-up session.

Baud Rate: the communication speed between this product and your MODEM or
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ISDN TA.

5.  Extra Setting: (initialization string) optional. Used to optimize the communication
quality between the ISP and your MODEM or ISDN TA.

-20-



4.5 DHCP Server

A3 SMC Barriceds: Wireless Broadband Router - Microsoft Internet Exploner
Eile Edit Yiew Favories Tools Hedp -

8W1Z Barricade VWireless Broadband Router

§I Wa |q DIICP S‘El“" El'

T e Item Setting
i ¥ DHCF Server " Drzable & Ennhle

Frimary Setup ¥ IF Pool Starting Address 100

} IF Pool Ending Address 184

} Diomain Hame |

Save | Undo | Clientslist_ |  Fixed Mapping.. | Help |

The settings of a TCP/IP network include host 1P, subnet mask, gateway, and DNS
configurations. It is not easy to manually configure al the computers and devices in your
network. Fortunately, the Barricade's DHCP Server provides a smple approach to handle
all these settings. If you enable this product’s DHCP server and configure your computers
as “automatic IP alocation” mode, when your computer is powered on it, will
automatically load the proper TCP/IP settings from this product. The settings of DHCP

server include the following items:
1. DHCP Server: Choose “Disable” or “Enable.”

2. Range of IP Address Pool: Whenever there is a request, the DHCP server will
automatically allocate an unused IP address from the IP address pool to the
requesting computer. You must specify the starting and ending address of the IP
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address pool.
3. Domain Name: Optional: thisinformation will be passed to the client.

Function of buttons;

Client List... List the current mapping of the IP and MAC address for each
DHCP client.

Fixed Mapping... |[Ingeneral, DHCP server assigns an |P address chosen from the
IP addresses pool randomly. Fixed Mapping alows you to
assign a specific 1P address to the specified MAC address.
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4.6 Virtual Server

A3 SMC Barriceds: Wireless Broadband Router - Microsoft Internet Exploner
Eile Edit Yiew Favories Tools Hedp -

8W1Z Barricade VWireless Broadband Router

SMC Virtual Server

Hetwerks m Service Port Server IP Enable

| [ 192188123 ~

Tailes 2 [ 192188123 L

Primary Setup 3 [ 192168123 =
4 | 192168123 r
5 l— 192 168 sl_ 5
& [ wvz21s8123] L
[ 192168123] F
g I— 192 168,123 I_ =
2 [_ 192 168,123 [_ O
10 [ 192168123 =
11 [ 192168123] =
12 i_ 152 1;‘»31:_:|_ r

Wall lnewn secvioss | -- select one -- =] Copyto ID'I -

Save | Lindo | Help |

This product’s NAT firewall filters out unrecognized packets to protect your Intranet, thus
all hosts behind this product are externaly invisible. If you wish, you can make some of
them accessible by enabling the Virtual Server Mapping.

A virtual server is defined as a Service Port, and al requeststo this port will be redirected
to the computer specified by the Server IP.

For example, if you have an FTP server (port 21) at 192.168.123.1, a Web server (port 80)
at 192.168.123.2, and a VPN server at 192.168.123.6, then you need to specify the

following virtual server mapping table:

23



Service Port Server IP Enable
21 192.168.123.1 \
80 192.168.123.2 \Y%
1723 192.168.123.6 V
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4.7 Special AP

AJ SMC Bamicods Wireless Broodband Fiowter - Microsot intermet Explones
File Edit Yiew Favoetes Tools  Help -

S Barricada Wireless Broadband Router

Special Applications |

I Trigger Incoming Ports Enable
1| [ ]

2 | [ C
i [ O

4 | I i
50 [ r

s | [ r
7| I r

g | [ ]

Popular spplicaticns |-- select one -- =| Copym Im I_:I

Save | Undo | Help | =

El

Some applications require multiple connections, such as Internet games, video

conferencing, Internet telephony, etc. Because of the firewall function, these applications

cannot work with a pure NAT router. The Special Applications feature allows some of

these applications to work with your Barricade. If the mechanism of Special Applications

fails to make an application work, try setting your computer as the DM Z host instead.

1. Trigger: the outbound port number issued by the application.

2. Incoming Ports: when the trigger packet is detected, inbound packets sent to the
specified port numbers are allowed to pass through the firewall.

This product provides some predefined settings. Select your application and click Copy to

to add the predefined setting to your list.

Note: At any given time, only one PC can use each Special Application.
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4.8 Access Control

a SMUC Barecade Wireless Broadband Howber - Microsod latermel Explonar

File Edt Yiew Favomes Tools  Help -

SMC Barmicade Wireless Broadband Bouter

Access Control

Itern Setting
F Aceazs Control T Ensble
¥ Default Group: all hosts except those listed on the other groups

|Bluah;! ports |
¥ Group 1 |
mermbers

|Block =] ports
k Group 2 |
merbers

[Block =] ports |

F Group 3 |
merbers

Block =] ports |

Save | Undo | MACLevel.. | Help| -

Access Control alows you to assign different access rights to different users. First, you
have to divide users into different groups. Users are identified by their |P addresses. You
can assign the members of Group 1, 2 and 3. The others are al members of the Default
Group. Second, you have to assign the access rights for each group. Access rights can

allow or block for access specified TCP and UDP ports. For example:

Group Members Access Right Comments
Default - Allow 0 No accessright (allow nothing)

Can browse(80), receive(110)
and send(25) email only

Cannot read net news(119) and
FTP(21) only

Group 3 1-920 |Block 0 Fully access (block nothing)

Group1 | 100-199 |Allow (25,53,80,110)

Group 2 50-99 [Block (21,119)
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Function of buttons;

MAC Levdl...

The “Access Control” is based on IP addresses only. If a user
is able to change higher IP address, then s/he will not be
controlled by this function. The “MAC level” access control
allows you to control the mapping of MAC addresses and IP|
addresses. Y ou can aso control which MAC addressis alowed
to connect to this device.
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4.9 Misc. Items

A3 SMC Barriceds: Wireless Broadband Router - Microsoft Internet Exploner
Eile Edit Yiew Favories Tools Hedp -

8W1Z Barricade VWireless Broadband Router

SMC

Hetwarki

Miscellaneous Items

Item Setting Enable
Toolbox
k IF Address of DME Host 192168123, r
Erimary Setup ¥ Bemote Administrator Host 0.0,0.0 r
b Administrater Tirme-out 00 seconds (0 to dizable)
k Digcard PING from WA side r
¥ Mog-standard FTP pest 0

Save | Undo | Help |

1. IP Address of DMZ Host: DMZ (Demilitarized Zone) Host is a host without the
protection of firewall. It alows a computer to be exposed to unrestricted 2-way
communication for Internet games, video conferencing, Internet telephony and other

specia applications. (Note that this feature should be used only when needed.)

2. Remote Administrator Host: In general, only Intranet users can browse the built-in
web pages to perform administration task. If this feature is enabled, only the specified
IP address can perform remote administration. If the specified IP address is 0.0.0.0,
any remote host can connect to this product to perform administration tasks. When

this feature is enabled, the web port will be shifted to 88.

3. Administrator Time-out: The amount of inactive time after which the Barricade will

automatically close the Administrator session. Set thisto zero to disable this feature.

.28



Discard PING from WAN side: When this feature is enabled, no host on the WAN
can ping the Barricade.

Non-standard FTP port: You have to configure this item if you want to access an

FTP server whose port number is not 21. This setting will be lost after rebooting.
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4.10 Wireless Setting

A3 SMC Barriceds: Wireless Broadband Router - Microsoft Internet Exploner
Eile Edit Yiew Favories Tools Hedp -

8W1Z Barricade VWireless Broadband Router

ﬁ. G Wireless Setting

T e Item Setting
' b Matwork D200 [detautt

Primary Setup b Channel 6 :,l

; F WEF Security = [hzable WEF

™ Enable [EEE 64 bit Shared .I‘:ﬂ}l Ly ||.r||:,r

" Enable [EEE 128 bit Bhared Eey sacurity

& WEF Key |

~ WEP Key 3

|
" WEF Key 2 |
|
© WEF Key 4 |

Save | Undo |  MACAddress Control.. | Help |

Wireless settings allow you to set the wireless configuration items.

1. Network ID (SSID): Network ID is used for identifying the Wireless LAN (WLAN).
Client stations can roam freely over this product and other Access Points that have the
same Network ID. (The factory setting is “default”)

2. Channd: The radio channel number. The permissible channels depends on the
Regulatory Domain: FCC/IC: 1-11, ETSI: 1-13, France: 10-13, Spain: 10-11,
MKK: 1-14 (The factory setting is channel 6)

3. WEP Security: Select the data privacy algorithm you want. Enabling the security can
protect your data while it is transferred from one station to another. The standardized
|EEE 802.11 WEP (128-bit or 64-bit) is used here.

4. WEP Key 1, 2, 3 & 4 When you enable the 128-bit or 64-bit WEP key security,
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please select one WEP key to be used and input 26 or 10 hexidecima (O, 1, 2...8, 9,

A, B...F) digits.

Function of buttons;

MAC Address Contral...

Setup MAC addresses to control which wireless clients
can associate to the wireless LAN.
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4.11 MAC Address Control

= Barrics oadband Rowter - Microsoft Internet Exploner

File | Edit ‘iew Favoites Tools Help -

EMIZ Barricade VWireless Broadband Routes

MAC Address Control

Item Setting
F MAC Address Control T Enable

Tano

Primary Setup I Connection control  Wireless and wired clients with C checked can
cormect to this device, m‘.lﬂﬂuw T | unspecified
AT addresszes to connect.

I Aszociation control  Wireless clients with A checkad can aszociate to the

wiraless LA, snd [deny = ungpecified MAC
addreszes to associate

K] MAC Address IF Address
1 192,168,123
2 192,168,123

192 :wml_
4 15‘?'.63IE‘3|_

DHOP clientz |-- select one -- =l anlu|m -

Previous page | Mext page | Swa| I,.In|:|n| Halp|

T

1 O 0O 0O &
1 O O 0O =

MAC AddressControl

Every client that connects to the network has a unique MAC (Media Access Control)
address on hisor her Ethernet adapter. An administrator can have more control—and more
security—over the network by specifying which MAC addresses are alowed to access the
Wireless Barricade.  You can enable this feature by checking the “Enable” box.

Connection control
Connection control allows an administrator to alow or deny “connection” to clientstrying
to access the Wireless Barricade and the Internet.  Check "Connection control" to control

which of the wired AND wireless clients will be able to “connect” to the Wireless
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Barricade and to the Internet. If aclient is denied “connection” to this device, it means
that the client can't access the Internet and some network resources . Choose "Allow" or
"Deny" to alow or deny clients whose MAC addresses are not listed in the "Control
table".

When awired client CAN "Connect” to the Wireless Barricade, it means that it can have

full access to the Internet and Network Resources.

When awired client CAN NOT "Connect" to the Wireless Barricade, it means that it

CAN:
1. Communicate with the other clients on the wired LAN
But CAN NOT:

1. Connect to the Internet

2. Usethe Print Server function

3. Communicate with the clients on the wireless LAN
4. Usethe Wireless Barricade' s Web configuration

Association control

The Association process is the exchange of information between wireless clients and a
wireless access point to establish alink between them. A wireless client is capable of
transmitting and receiving data to an access point only after the association processis
successfully completed.

Association control allows an administrator to allow or deny “association” to wireless
clientstrying to link up to the Wireless Barricade. Check "Association control” to
control which of the wireless clients will be able to “associate” to the wireless LAN. If a

client is denied “association” to the wireless LAN, it means that the client can't send or
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receive any data through the Wireless Barricade. Choose "Allow" or "Deny" to allow or

deny clients whose MAC addresses are not listed in the "Control table"

When awireless client CAN "Associate" to the wireless LAN, and CAN "Connect" to the
Wireless Barricade, that means it can have full access to the Internet and Network

Resources.

When awireless client CAN NOT "Associate” to the wireless LAN, it means that it CAN
NOT:

Communicate with any others clients on the LAN (neither wired nor wireless)
Connect to the Internet

Use the Print Server function

Use the Wireless Barricade’ s Web configuration

“Connect” to the Wireless Barricade

g M w NP

When awireless client CAN "Associate” to the wireless LAN, but CAN NOT "Connect"
to the Wireless Barricade, it means that it CAN:

1. Communicate with others clients on the wireless LAN
But CAN NOT:

1. Communicate with any clients on the wired LAN

2. Connect to the Internet

3. UsethePrint Server function

4. Usethe Wireless Barricade's Web configuration

Association control has no effect on wired clients.

Control table
"Control table" is at the bottom of the "MAC Address Control" page. Each row of this
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table indicates the MAC address and the mapped  |P address of a client. There are four

columnsin this table:

MAC Address Indicates a specific client’s MAC address.

IP Address Expected | P address of the corresponding client. Leave it blank
you don't want a specified |P address.

C When "Connection control” is enabled, checking "C" will allow
the corresponding client to “ Connect” to the Wireless Barricade

A When "Association control" is enabled, checki ng "A" will alow
the corresponding client to “ Associate” to the wireless LAN.

Previous page, Next page

To make this setup page simple and clear, we have divided the “ Control table” into severa

pages. Y ou can use these buttons to navigate to different pages.
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Chapter 5 Print Server

This product provides the function of the network print server for MS Windows
95/98/NT/2000 and Unix-based platforms.

Y ou must configure each station individually to connect to your server printer.

5.1 Configuring on Windows 95/98 Platforms

After you complete the software installation procedure described in Chapter 3, your
computer possesses the network printing facility provided by this product. For
convenience, we call the printer connected to the printer port of this product as server
printer. On a Windows 95/98 platform, open the Printers window in the My Computer
menu:

B3 Printers =] E3
File Edit “iew Help

Add Prirter HF'LaserJet HPLaserlel...
i BLIFCL) i Chinese]

|4 object(z] A

Y on can now configure the print server of this product:
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1. Find out the corresponding icon of your server printer, for example, the HP Laser Jet

6L . Click the mouse' s right button on that icon, and then select the Properties item:

HP Laserlet 6L (PCL) Properties EHE3

General I Detailsl Sharingl Faper I Print Qualit_l,.ll Fonts I Device Dptionsl

HF Laserlet BL [PCL]

Comment: I

Separator page: I[none] ;I Browse. .. |

Frint Test Page I

Ok I Cancel Apply I Helm

2. Click the Detailsitem:

HP Laserlet 6L [PCL) Properties I E3
General Details ISharingI Faper I Print Qualit_l,.ll Fonts I Device Dptionsl

l_if? HF Laserlet BL [PCL]

Frint to the following port:

FETmate: [All-in-1] LI Add Port... |
Delete Port.... |

Frint using the following driver:
IHF' Laserlet BL [PCL) LI Mews Diriver. .. |

Capture Printer Port.... I End Capture... I

Timeout settings

Mot zelected: zeconds

I 115
Transmizsion retry: I 45 zeconds

Spoaol Settings... I Fart Settings. .. I

Ok I Cancel I Apply I Helm
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3. Choose the “PRTmate: (All-in-1)" from the list attached at the Print To item. Be sure

that the Printer Driver item is configured to the correct driver of your server printer.

4. Click on the button of Port Settings:

Printer Position

Enter the Product's IF :

|‘|92.1EB.123.254 Cancel

i

Type in the I P address of this product and then click the OK button.

5. Make sure that all the settings mentioned above are correct, and then click the OK
button.

5.2 Configuring on Windows NT Platforms

The configuration procedure for a Windows NT platform is similar to that of Windows

95/98 except the screen of printer Properties:

%" Hewlett Packard Lazerlel EL Properlies

Genmal Ports | Scheduling ] Sharing | Securiy | Device Setiings |

Hewiett Packard Lassslet BL

Frint to the followng porlis]. Documents wil peint to the first iree

checked port,
Fot [ Descipon [ Fioer 4]
LILPT2 Local Pest
1 COM1: Local Pt J
Tl Com2: Local Pot
_ 1 COM3: Local Pt
T1COM4: Local Fost
LIFILE: Local Prest
I FRTmate | Local Fiost
L] Féi<mate Lacal Peet Hewl=lt Packad L. . ;I
AddPot. | DeletePot | ConfigueFot.. |

| Enable bidrectional support
I™ Enable printer pooling

0K I Cancel
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Compared to the procedure in the previous section, the selection of Detailsis equivalent to
the selection of Ports, and Port Settingsis equivalent to Configure Port.

5.3 Configuring on Windows 2000 Platforms
The configuration procedure for a Windows 2000 platform is similar to that of Windows

95/98, except for the screen of printer Properties:

%% HP Laserlet 6L Properties

General | Sharing Parts |Advanced| Securit_l,ll Device Settingsl

HF Lagerlet EL

Frint to the following portfz). Documents will prink bo the first free

checked port,
Fort | [ ezcription | Prinker :I
O comi: Serial Port
O comz Serial Port
O comz: Serial Port
O coma: Serial Port
O FILE: Prirt tor File
PR Trate Local Part HF Lazerlet BL
4

Add Fart... Delete Part LCanfigure Part.... |

[™ Enable bidirectional suppart
[~ Enable printer pooling

0k I Cancel | Apply |

Compared to the procedure in the previous section, the selection of Detailsis equivalent to
the selection of Ports, and Port Settingsis equivalent to Configure Port.
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5.4 Configuring on Unix-based Platforms
Please follow the traditiona configuration procedure on Unix platforms to set up the print

server of this product. The printer nameis*“lp.”
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Appendix A: TCP/IP Configuration for Windows 95/98

This section advises on how to install TCP/IP protocol into your personal computer. It

assumes you have successfully installed one network card on your personal computer. If

not, please refer to your network card manual. Also, Section A.2 tells you how to set

TCP/IP values for working with this IP Sharer correctly.

A.lInstall TCP/IP Protocol Into Your PC

1. Click Start button and choose Settings, then click Control Panel.

2. Double click Network icon and select Configuration tab in the Network window.

3. Click Add button to add network component into your PC.

4. Double click Protocol to add TCP/IP protocol.

Select Hetwork Component Type

Click the type of network component you want to install:

H.._ Frotocal

! Protocal iz a 'language’ a computer uges. Computers
| must uze the same protocol to communicate.
|
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5. Sdlect the Microsoft item in the manufacturers list. Choose TCP/IP in the Network
Protocols. Click OK button to return to Network window.

Select Hetwork Protocol

o Click the Metwork Protocal that wou want to install, then click OF. [f you have
P ah inztallation disk for this dewvice, click Have Dizgk.

Manufacturers: Metwaork Protocols:
i U Fast Infrared Pratacol =]

Havwe Dizk... i
agK i Cancel i

6. The TCP/IP protocol will be listed in the Network window. Click OK to complete the
install procedure and restart your PC to enable the TCP/IP protocol.

A.2 Set TCP/IP Protocol for Working With | P Sharer

1. Click Start button and choose Settings, then click Control Panel.

-42-



2. Double click Network icon. Select the TCP/IP line that has been associated to your

network card in the Configuration tab of the Network window.

MNetwork H

Configuration i Identification; Access ContmI;

The following netwark components are ingtalled:

IEI3 PCI Fast Ethemet DEC 21140 Bazed Adapter _:_j
~MetBEUI - Dial-Up Adapter
5~ MetBEUI -» PCI Fast Ethernet DEC 21140 Based Adapter
U~ TCPAP -> DiskUp Adapter
¥ TCP/IP -> PCI Fast Ethemet DEC 21140 Based Adapter

File and printer gharing for Microzoft Metworks

Add... ; Remaove 1 Properties ;

Frimary Mebwork Logon:
Clierk for Micragoft Networks __'__i

File and Print Sharing... i

r~Description

TCRYIF iz the protocal you use to connect ta the Internet and
| wide-area networkz,

ar. i Cancel

3. Click Properties button to set the TCP/IP protocol for this IP Sharer.
4. You nhow have two setting methods:

A. Get IPviaDHCP server
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a.  Select Obtain an | P address automatically in the |P Address tab.

TCP/IP Properties

Crikret A =2l




b. Do not input any value in the Gateway tab.

TCP/IP Properties 7 |x]

| WINS Configuration | 1P address |
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c. Choose Disable DNS in the DNS Configuration tab.

TCP/IP Properties
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B. ConfigurelP manually

a.  Select Specify an | P addressin the IP Addresstab. The default |P address
of this product is 192.168.123.254. Therefore, please use
192.168.123.xxx (xxx is between 1 and 253) for IP Address field and
255.255.255.0 for Subnet Mask field.

TCP/IP Properties [ 7]

Bindings | Advanced | Me®IDS |
DMS Configuration ; Gateway ; WwiMS Configuration P Address

An IP address can be automatically assigned to this computer.
IF wour network, does not automatically aszign |P addreszes, azk
waour netwark, administrator for ah address. and then bpe it in
the space below.

" Obtain an IP address automatically

—f* Specify an P address:

| IPhadess  [192.168.123.115 |

SubnetMask: | 255.255.256. 0 |

ar. ; Cancel
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b. In the Gateway tab, add the IP address of this product (default IP is
192.168.123.254); in the New gateway field and click Add button.

TCP/IP Properties [ 7]

Bindings | Advanced | MetBIOS
DMS Configuration  Gateway | WIMS Configuration | IP Address

The first gateway in the Installed Gateway list will be the default.
The address order in the izt will be the arder in which these
machines are uzed.

MNew gateway:
192.168.123.254 | sdd |

Ingtalled gateways:

Eemnyve |

ar. I Cancel
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c. Inthe DNS Configuration tab, add the DNS values which are provided by
the ISP into DNS Server Search Order field and click Add button.

TCP/IP Properties [ 7]

Bindings |  Advanced | MetBIOS
DMS Configuration | Gateway I WwINS Configuration | IP Address

" Dizable DMS
—{* Enable DMS

Host: IM_l,lCc-mputer Darnain: i

DMS Server Search Order
[168. 95 .192. 1] | feld

168.95.1.1 Hemaye |

Damain Suffix Search Order

| Ll |
| Femove |

ar. I Cancel |
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